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Abstract: Cross-Site Scripting, also called as XSS, is a type of injection where malicious scripts are
injected into trusted websites. When malicious code, usually in the form of browser side script, is injected
using a web application to a different end user, an XSS attack is said to have taken place. Flaws which
allow success to this attack are remarkably widespread and occur anywhere a web application handles the
user input without validating or encoding it. A study carried out by Symantec states that more than 50% of
the websites are vulnerable to the XSS attack. Security engineers of Microsoft coined the term “Cross-Site
Scripting” in January of the year 2000. But even if it was coined in the year 2000, XSS vulnerabilities have
been reported and exploited since the beginning of 1990’s, whose prey have been all the (then) tech-giants
such as Twitter, Myspace, Orkut, Facebook and YouTube. Hence the name “Cross-Site” Scripting. This
attack could be combined with other attacks such as phishing attack to make it more lethal but it usually
isn’t necessary, since it is already extremely difficult to deal with from a user perspective because in many
cases it looks very legitimate as it’s leveraging attacks against our banks, our shopping websites and not
some fake malicious website.

Keywords: Cross-Site Scripting

REFERENCES

[1]. Mohit Dayal, Nanhay Singh, Ram Shringar Raw “A Comprehensive Inspection Of Cross Site Scripting Attack”,
IEEE, 2018

[2]. Syed Nisar Bukhari , Muneer Ahmad Dar, Ummer Igbal “Reducing attack surface corresponding to Type 1
cross-site scripting attacks using secure development life cycle practices”, IEEE, 2018

[3]. Twana Assad, Murat KARABATAK, “A proposed approach for preventing Cross-Site Scripting”, IEEE, 2017

[4]. K.Pranathi, S.Kranthi, Dr.A.Srisaila, P.Madhavi Latha “Attacks on Web Application Caused by Cross Site
Scripting ”, IEEE, 2018

[S]. Mahmoud Mohammadi, Bill Chu, Heather Richter Lipford, “Automated Repair of Cross-Site Scripting
Vulnerabilities through Unit Testing”, IEEE, 2019

[6]. Jitendra Kumar, A. Santhana Vijayan, Balaji Rajendran, “Cross Site Scripting Attacks Classification using
Convolutional Neural Network ”, IEEE, 2022

[7]. Yu Sun, Dake He, “Model Checking for the Defense against Cross-site Scripting Attacks ”, IEEE, 2021

[8]. Mehul Singh, Prabhishek Singh, Dr. Pramod Kumar, “An Analytical Study on Cross-Site Scripting ”, IEEE,
2020

[9]. Blerton Abazi, Edmond Hajrizi, “Practical analysis on the algorithm of the Cross-Site Scripting Attacks ”, IEEE,
2022

[10]. Tianma Wang, Dongmei Zhao, Jianjun Qi “Research on Cross-site Scripting Vulnerability of XSS Based on
International Student Website ”, IEEE, 2022

Copyright to IJARSCT DOI: 10.48175/IJARSCT-7772 153
www.ijarsct.co.in



