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Abstract: Cryptography is one of the most important approaches to keep digital communication in lock
and key and therefore guarantees the privacy, integrity and authenticity of the data by means of complex
coding. Cryptographic techniques have arisen centuries ago and the old techniques have continued to
evolve as today’s challenges are cloud computing, data storage and retrieval as well as authenticated
users. With the widespread spread of cloud environments, trust-enabling systems with cutting-edge
technologies such as Zero Knowledge Proofs and blockchain emerged to increase privacy and security. By
examining the notion of trust localization, this study draws attention to a use of Gateways as access control
points to sensitive information reducing the dependence on the central cloud infrastructures. Additionally,
source authentication and authorization provided by Acaras and PKI is studied regarding their integration
and effectiveness. The research examines the current challenges in cryptographic security and current
findings of cryptographic security and investigates what the future of cryptographic security to build trust
and security in modern digital systems..
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