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Abstract: A data storage server, such as a cloud server, can demonstrate to a verifier that it is honestly 

storing the data of a data owner by using remote data integrity checking (RDIC). Numerous RDIC 

protocols have been put out in the literature to this point, however the most of these designs have a 

sophisticated key management problem, meaning they depend on pricy public key infrastructure (PKI), 

which could make it difficult to implement RDIC in practise. In order to simplify the system and lower the 

cost of setting up and maintaining the public key authentication framework in PKI based RDIC schemes, we 

suggest a novel architecture of the identity-based (ID-based) RDIC protocol in this study. We formalise ID-

based RDIC, along with its security model, which includes protection from rogue cloud servers and zero 

knowledge privacy from a third-party verification. During the RDIC procedure, the proposed ID-based 

RDIC protocol does not reveal any information about the stored data to the verifier. The new design 

achieves zero knowledge privacy against a verifier and is demonstrated to be secure against the malicious 

server in the general group model. Extensive security research and implementation results show that the 

suggested protocol is practicable in real-world applications and provably secure. We Extend This Work 

with Group Management, Forward and Backward Secrecy by Time Duration, and File Recovery When 

Data Integrity Checking Fault Occurs. 
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