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Abstract: Traditional  public key infrastructures (PKIs) depend on trusted certification authorities (CAs) to 

issued certificates, used in SSL/TLS to verified web servers and establish secure channels. However, recent 

security incidents shows that CAs may issue fake certificates. In this paper, we suggest blockchain-based 

certificate transparency (CT) and revocation transparency (RT) to balance the complete authority of CAs. 

Our scheme is suitable to PKIs but significantly reinforces the security guarantees of a certificate. The CA-

issues certificates and their cancellation status information of an SSL/TLS web server are published by the 

subject (i.e., the web server) as a transaction in the global certificate blockchain. The certificate blockchain 

acts as add only public logs to monitor CAs’ certificate issues and revocation operations, and an SSL/TLS 

web server is permits with the cooperative control on its certificates. A browser compares the certificate 

received in SSL/TLS negotiations with the ones in the public certificate blockchain, and accepts it only if it 

is published and not cancelled. We apply the prototype system with Firefox and Nginx, and the trial results 

show that it establishes reasonable overheads. 
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