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Abstract: Phishing websites today pose serious risks because of their almost invisible risk. In these attacks,
fraudsters trick users into handing over their login information or other sensitive information through a
login form that mimics the target website and submits the information to an evil server. In recent years,
numerous anti-phishing strategies have been created, using various resources such as the URL and HTML
code from trustworthy and fraudulent index websites. These methods have significant restrictions when
predicting authentic login websites because they frequently lack login forms to specify the appropriate class
that was used to train the suggested model. The URL, HTML, and web technology properties are used to
detect phishing websites in actual situations. In this work the phishing website datasets will be used with
machine learning algorithms like Random Forest, Logistic regression, KNN and SVM to test the best
method, so the crawl trusted websites are taken to align with phishing perspective. The study involves
comparison of the four algorithms and finding efficient algorithm in the basis of accuracy.
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