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“Cybersecurity, within the context of road vehicles, is the protection of automotive electronic 

systems, communication networks, control algorithms, software, users, and underlying data 

from malicious attacks, damage, unauthorized access, or manipulation.” 

 

Abstract: Virtual simulation experiment teaching is an important content of higher education information 

construction and experimental teaching demonstration centre construction, and is the product of the deep 

integration of discipline and information technology. At present, traditional crimes in China are gradually 

shifting to the Internet, and cybercrimes are frequently and frequently occurring, seriously endangering 

national security, social order and people's interests. The forging of a team of high-quality professionals in 

network security and law enforcement is the inevitable path to effectively crack down on network crimes 

and realise the comprehensive governance of network crimes, and also provides a new examination 

question for the teaching of network security law enforcement. In view of the network security law 

enforcement routine practice teaching cannot cover all types of the experiment, especially some reach or 

irreversible operations (such as electronic data on-site inspection, etc.), and need high cost, large 

comprehensive experiments training (such as a variety of types involved network crimes probing 

experiment, etc.), virtual simulation experiment teaching has become an important method in the teaching 

of network security law enforcement Therefore, combining with the characteristics of network security law 

enforcement major, exploring the establishment of virtual simulation experimental teaching platform for 

network security law enforcement plays a crucial role in the teaching of network security law enforcement 

experiment and practical training. 

 

Keywords: Cyber Security. 

 

 

REFERENCES 

[1]. Administration, N.H.T.S., et al.: Cybersecurity best practices for modern vehicles. Report No. DOT HS 812, 

333 (2016) 

[2]. Automotive iQ: Automotive Cyber Security - Dedicated eBook for the Cyber Security professional. 

automotive-iq.com/events-automotive-cyber- security/downloads/complete-automotive-cyber-security- ebook 

(2017) 

[3]. des ConstructersFranaisd’Automobiles, C.C.: Extended Vehicle (EXVE) and Standardisation. 

https://ccfa.fr/dossiers-thematiques/extended-vehicle-exve-and- standardisation (May 2019), [Online; 

accessed13. May 2019] 

[4]. Ebert, C., Jones, C.: Embedded Software: Facts, Figures, and Future. IEEE Com- puter Society 0018-9162/09, 

42–52 (2009) 

[5]. Hunjan, H.: Iso/sae 21434 automotive cybersecurity engineering. http:// 2pe5rtjld2w41m0dy17n5an1-

wpengine.netdna-ssl.com/wp-content/uploads/2018/07/8_Renesas_Automotive-Cyber-Security-

Standardistation- v1.0.pdf (Jul 2018), [Online; accessed 12. May 2019] 

[6]. IHS Automotive: Automotive Cybersecurity and Connected Car Report (2016) 

[7]. International Electrotechnical Commission: IEC 62443: Industrial communicationnetworks network and 

system security 



IJARSCT  ISSN (Online) 2581-9429 

    

 

       International Journal of Advanced Research in Science, Communication and Technology (IJARSCT) 

  

 Volume 2, Issue 1, August 2022 
 

Copyright to IJARSCT                  DOI: 10.48175/IJARSCT-7025 615 

www.ijarsct.co.in 

Impact Factor: 6.252 

[8]. International Standardization Organization: ISO 27000 series, information tech-nology - security techniques 

[9]. ISO: ISO 20828. https://www.iso.org/standard/41891.html?browse=tc (2006),[Online; accessed 13. May 

2019] 

 


