
IJARSCT  ISSN (Online) 2581-9429 

    

 

       International Journal of Advanced Research in Science, Communication and Technology (IJARSCT) 

  

 Volume 2, Issue 1, August 2022 
 

Copyright to IJARSCT                  DOI: 10.48175/IJARSCT-7013 533 

www.ijarsct.co.in 

Impact Factor: 6.252 

Review Paper on a Study on SQL Attacks and 

Defense 
Bhuvana1, Bindu2, Chandan H3, Brijesh Reddy KH4, Mr. Pradeep V5 

Assistance Professor, Department of Information Science and Engineering1 

Students, Department of Information Science and Engineering2,3,4,5 

Alvas Institute of Engineering and Technology, Mijar, Moodbidri, Karnataka, India 

 

Abstract: In today's era, every person is utilizing websites and so many different web applications for 

online administrations, for example booking of railway tickets, movie ticketing, shopping, communication, 

and so forth. These websites consist sensitive and confidential information. With the linearity of web 

applications in the last decade, the unconstructive crash of security has also matured either. SQL injection 

attack is one such attack where the anonymous user can append SQL code to the input query. This research 

paper starts with developing criteria for a systematic literature review based on research questions, quality 

assessment, and data samples. The paper presents various SQL injection techniques with their intended 

attacks. Further studies explore different techniques to prevent attacks. Existing vulnerabilities of Web 

systems threaten the regular work of information systems. The most common Web system vulnerability is 

SQL injection. There are known approaches to protect Web applications against SQL injection attacks in 

the article. To improve the Web software security is developed defense mechanism that protects Web 

resources from SQL injection performing. To implement this software it is used PHP, JavaScript, and 

formal language theory known as regular expressions. As a result, it is received a software tool that allows 

protecting Web software from SQL injection vulnerability. The developed software tool allows users to 

protect their Web applications from an attack using SQL. 

 

Keywords: SQL Attacks. 

 

REFERENCES 

[1].  “An Introduction to SQL Injection Attacks for Oracle Developers,” [Online]. 

Available:www.integrigy.com/Integrigy_Oracle_SQL_Injection_Attacks [Accessed: Oct.02, 2010]. 

[2]. “SQL Injection” [Online] Available: http://projects.webappsec.org/w/page/13246963/SQL-Injection 

[Accessed: Oct 12,2010] 

[3]. “Wikipedia,” [Online]. Available: http://en.wikipedia.org/wiki [Accessed: Oct.5,2010]. 

[4]. “Prepared Statements” [Online] Available: http://www.owasp.org/index.php/SQL_Injection_Prevention 

[Accessed: Nov 12, 2010]. 

[5]. “Blind SQL Injection ”KavinSpet White Paper. [Online] Available: 

[6]. “Second Order Code Injection Attack” Gunter Ollmann [Online] Available: 

[7]. “Web Application Attack Prevention for Tiered Internet Service ”Susanta Nanda, Lap Chung Lam, Fourth 

Intenational Conference IEEE 2008. 

[8]. 2017. Exploit DataBase [online]. https://www.exploit-db.com. (July 14, 2017). 

[9]. 2017. Firebase - Google Inc. [online]. https://firebase.google.com/. (July 10, 2017). 

[10]. 2017. Packet Storm [online]. https://goo.gl/X3v37z. (July 9, 2017). 

[11]. 2017. SQL Map [online]. http://sqlmap.org/. (July 10, 2017). 

[12]. 2017. WASP Top 10 [online]. https://www.owasp.org/index.php/Top_10_2017-Top_10. (July 10, 2017). 

[13]. 2017. Wired - WannaCry [online]. https://www.wired.com/tag/wannacry/. (July11, 2017). 

[14]. Gregory Buehrer, Bruce W Weide, and Paolo AG Sivilotti. 2005. Using parse treevalidation to prevent SQL 

injection attacks. In Proceedings of the 5th internationalworkshop on Software engineering and middleware. 

ACM, 106–113. 



IJARSCT  ISSN (Online) 2581-9429 

    

 

       International Journal of Advanced Research in Science, Communication and Technology (IJARSCT) 

  

 Volume 2, Issue 1, August 2022 
 

Copyright to IJARSCT                  DOI: 10.48175/IJARSCT-7013 534 

www.ijarsct.co.in 

Impact Factor: 6.252 

[15]. J. Choi, H. Kim, C. Choi, and P. Kim. 2011. Efficient Malicious Code Detection Us-ing N-Gram Analysis 

and SVM. In 2011 14th International Conference on Network-Based Information Systems. 618–621. 

https://doi.org/10.1109/NBiS.2011.104 

[16]. William GJ Halfond and Alessandro Orso. 2005. AMNESIA: analysis and monitor-ing for NEutralizing 

SQL-injection attacks. In Proceedings of the 20th IEEE/ACMinternational Conference on Automated 

software engineering. ACM, 174–183. 

[17]. R. Komiya, I. Paik, and M. Hisada. 2011. Classification of malicious web code by machine learning. In 2011 

3rd International Conference on Awareness Science and Technology (iCAST). 406–411. 

https://doi.org/10.1109/ICAwST.2011.6163109 

[18]. A. Makiou, Y. Begriche, and A. Serhrouchni. 2014. Improving Web Application Firewalls to detect advanced 

SQL injection attacks. In 2014 10th International Conference on Information 

 


