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Abstract: Cipher text-Policy Attribute-Based Keyword Search (CP-ABKS) offers fine-grained access
management over encrypted knowledge in the cloud while facilitating search queries. The shared multi-
owner setting (where every record is commissioned by a set variety of information owners) prevents the use
of prior CPABKS schemes because they were created to serve single multi-owner settings and do not allow
for the acquisition of high process and storage costs. Additionally, most current systems are vulnerable to
off-line keyword-guessing assaults if the keyword house is polynomial in size because of privacy concerns
with access controls. Furthermore, since each knowledge user has a similar set of characteristics, it can be
difficult to identify rogue users who leak the key codes. In this research, we provide the basic ABKS-SM
system, a privacy-preserving CP-ABKS system with hidden access policy, and show how it may be enhanced
to facilitate malicious user tracing (modified ABKS-SM system). Then, within the general additive cluster
model, we demonstrate that the proposed ABKS-SM systems deliver selective security and thwart off-line
keyword-guessing attacks. Additionally, we evaluate their performance using real-world datasets.

Keywords: User, Shared Multi-Owner Setting, Hidden Access Policy, Cypher Text-Policy Attribute-
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