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Abstract: In this paper, we focus on the development of cloud computing technology with the explosive
growth of unstructured data, cloud storage technology gets more attention and better development. The
cloud provider does not have suggestions regarding the information and the cloud data stored and
maintained globally anywhere in the cloud. The privacy protection schemes are usually based on
encryption technology. There are many privacy preserving methods in the side to prevent data in cloud.
We propose a three-layer storage framework based on fog computing. The proposed framework can
both take full advantage of cloud storage and protect the privacy of data. Here we are using Hash-
Solomon code algorithm is designed to divide data into different parts. If the one data part missing we
lost the data information. In this framework we are using bucket concept based algorithms and secure
the data information and then it can show the security and efficiency in our scheme. Moreover, based
on computational intelligence, this algorithm can compute the distribution proportion stored in cloud,
fog, and local machine, respectively Software as a Service (SaaS): Client releases their application on
a hosting environment which can be accessed through network from various clients by application users.
The client does not manage or control the underlying cloud infrastructure with the possible exception
of limited user-specific application configuration settings. Google Apps and Microsoft Olffice 365 are
the examples for SaasS..

Keywords: Data security, privacy of data in each server, bucket concept, recovery of lost data

REFERENCES
[1] P. Mell and T. Grance, “The NIST definition of cloud computing,” Nat.Inst. Stand. Technol., vol. 53, no. 6, pp. 5050,
2009.
[2] H. T. Dinh, C. Lee, D. Niyato, and P. Wang, “A survey of mobile cloudcomputing: Architecture, applications, and
approaches,” Wireless Commun.Mobile Comput., vol. 13, no. 18, pp. 1587-1611, 2013.
[3] J. Chase, R. Kaewpuang, W. Yonggang, and D. Niyato, “Joint virtual machine and bandwidth allocation in software
defined network (sdn) and
cloud computing environments,” in Proc. IEEE Int. Conf. Commun., 2014,pp. 2969-2974.
[4] H. Li, W. Sun, F. Li, and B. Wang, “Secure and privacy-preserving datastorage service in public cloud,” J. Comput. Res.
Develop., vol. 51, no. 7,
pp. 1397-1409, 2014.
[571Y. Li, T.Wang, G.Wang, J. Liang, and H. Chen, “Efficient data collectionin sensor-cloud system with multiple mobile
sinks,” in Proc. Adv. Serv.
Comput., 10th Asia-Pac. Serv. Comput. Conf., 2016, pp. 130—143.
[6] L. Xiao, Q. Li, and J. Liu, “Survey on secure cloud storage,” J. DataAcquis. Process., vol. 31, no. 3, pp. 464472, 2016.
[7] R. J. McEliece and D. V. Sarwate, “On sharing secrets and reed-solomoncodes,” Commun. ACM, vol. 24, no. 9, pp.
583-584, 1981.
[8] J. S. Plank, “T1: Erasure codes for storage applications,” in Proc. 4th USENIX Conf. File Storage Technol., 2005, pp.
1-74.
[9] R. Kulkarni, A. Forster, and G. Venayagamoorthy, “Computational intelligence in wireless sensor networks: A survey,’
IEEE Commun. Surv. Tuts.,vol. 13, no. 1, pp. 68-96, First Quarter 2011.

l

Copyright to IJARSCT DOI: 10.48175/IJARSCT-4447 875
www.ijarsct.co.in



IJARSCT ISSN (Online) 2581-9429

International Journal of Advanced Research in Science, Communication and Technology (IJARSCT)

IJARSCT

Volume 2, Issue 7, May 2022
Impact Factor: 6.252

[10] Z. Xia, X. Wang, L. Zhang, Z. Qin, X. Sun, and K. Ren, “A privacypreserving and copy-deterrence content-based
image retrieval scheme in
cloud computing,” IEEE Trans. Inf. Forensics Security, vol. 11, no. 11,pp. 2594-2608, Nov. 2016.

[11]7J. Shen, D. Liu, J. Shen, Q. Liu, and X. Sun, “A secure cloud-assisted urban data sharing framework for ubiquitous-
cities,” Pervasive Mobile

Comput., vol. 41, pp. 219-230, 2017.

[12] Z. Fu, F. Huang, K. Ren, J.Weng, and C.Wang, “Privacy-preserving smart semantic search based on conceptual graphs
over encrypted outsourced data,” IEEE Trans. Inf. Forensics Security, vol. 12, no. 8, pp. 1874-1884,

Aug. 2017.

[13]J. Hou, C. Piao, and T. Fan, “Privacy preservation cloud storage architecture research,” J. Hebei Acad. Sci., vol. 30,
no. 2, pp. 45-48, 2013.

Copyright to IJARSCT DOI: 10.48175/IJARSCT-4447 876
www.ijarsct.co.in



