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Abstract: This paper includes the survey of detection and security analysis of wormhole attack in MANET.
MANET stands for Mobile Ad-hoc Network which is also called a wireless Ad-hoc network that consists of a
set of mobile nodes connected wirelessly in a self- configured, self-healing network without having a fixed
infrastructure. MANETs are susceptible to many security attacks as they use wireless medium for
communication such as wormhole attacks. This attack involves two or more than two malicious nodes and the
data packet from one end of the malicious node is tunnelled to the other malicious node at the other point,
and these data packets are broadcasted. Intrusion detection systems are the solution for detecting wormhole
attacks in MANET. This work deals with the various detection techniques and the types of wormhole modes
in order to analyse the wormhole attack.
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