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Abstract: In the current generation, online social networking (OSNs) has become more popular, and social
media is becoming more and more associated with these sites. They use OSN to communicate with others,
share news, organize events, and run their own e-business. The strong growth of OSNs and the large number
of personal information of its subscribers has led attackers, and hypocrites to steal their information, share
false news, and spread malicious activities. Fake or man-made fake profiles designed to spread rumors,
identity theft etc. So, in this project, we are trying to propose a discovery model, which distinguishes between
fake profiles and real profiles on Twitter based on visual features such as fan counts, friends count, status
calculations and more using various machine learning methods.

Keywords: Fake Profile, Machine Learning, Support Vector Machine (SVM), Random Forest (RF) and
KNN, Dataset.
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