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Abstract: Conventional password schemes are greatly at risk of shoulder surfing, many shoulder surfing 

graphical way schemes are created. But, end users are more acquainted with textual password than pure 

graphical password, text-based graphical password schemes are proposed. Sadly, none of the text-based 

shoulder surfing resistant graphical password schemes is both secure and efficient enough right now. In 

this paper, it proposed an enhanced version of text-based shoulder surfing resistant graphical password using 

your favourite color. In this proposed scheme, the user can easily and efficiently login in the system. Next, we 

analyze the protection and usefulness of the proposed scheme, and show the resistance of the proposed 

scheme to shoulder surfing and accidental login. The shoulder surfing attack is an attack in which attacker 

try get the user’s password by watching over the user’s shoulder as he enters his password. As conventional 

password schemes are prone to shoulder surfing, Bravado and Biretta proposed three shoulder surfing 

resistant graphical password schemes. Since then, many graphical password schemes with different degrees 

of resistance to shoulder surfing are proposed and every has its pros and cons. The alphabet utilized in the 

proposes scheme contains 16 characters, including 8 small letter alphabets from a to h & 8 numerical from 

1-8. 
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