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Abstract: DevSecOps is an organizational software engineering culture and practice that aims at unifying
sofiware development (Dev), security (Sec) and operations (Ops). DevSecOps is an extension of DevOps,
which is considered as a means to intertwine development, operation and security. The main characteristic
of DevSecOps is to improve customer outcomes and mission value by automating, monitoring, and applying
security at all phases of the software lifecycle: plan, develop, build, test, release, deliver, deploy, operate,
and monitor. Continuous practices, i.e., continuous integration, delivery, and deployment, are the software
development industry practices that enable organizations to frequently and reliably release new features and
products. DevSecOps means thinking about application and infrastructure security from the start. With the
increasing interest in the literature on continuous practices, it is important to systematically review and
synthesize the approaches, tools, challenges, and practices reported for adopting and implementing
continuous practices. This paper aimed at systematically reviewing the state of the art of continuous practices
to classify approaches and tools, identify challenges and practices in this regard, and identify the gaps for
Sfuture research. We used the systematic literature review method for reviewing the peer reviewed papers on
continuous practices published between 2004 and June 1, 2016. We applied the thematic analysis method for
analysing the data extracted from reviewing 69 papers selected using predefined criteria. Conclusion:
Although DevSecOps is getting increasing attention by industry, it is still in its infancy and needs to be
promoted by both academia and industry.

Keywords: Container Orchestration and Resource Management Platform; DevSecOps; CI/CD Pipelines;
Infrastructure as Code; Policy as Code; Observability As Code; GitOps; Workflow Models.

REFERENCES

[1]. J. Humble, and D. Farley, Continuous Delivery: Reliable Software Releases Through Build, Test, and Deployment

Automation, 1st ed. Reading, MA, USA: Addison-Wesley, 2010.

[2]. M. Fowler, Continuous Integration, accessed on Oct. 21, 2015. [Online]. Available:

http://martinfowler.com/articles/continuousIntegration.html

[3]. A. Phillips, M. Sens, A. de Jonge, and M. van Holsteijn, The IT Manager’s Guide to Continuous Delivery:

Delivering Business Value in Hours, XebiaLabs, Hilversum, The Netherlands, 2015.

[4]. J. P. Reed. The Business Case for Continuous Delivery, accessed on Jul. 12, 2016. [Online]. Available:

https://www.atlassian.com/continuousdelivery/business-case-for-continuous-delivery.

[5]. J. Humble. Continuous Delivery vs Continuous Deployment, accessed on Mar. 1, 2016. [Online]. Available:

https://continuousdelivery.com/ 2010/08/continuous-delivery-vs-continuous-deployment/

[6]. P. Hammant, "Legacy application Strangulation: Case Studies,” 14 July 2013. [Online]. Available:
https://paulhammant.com/2013/07/14/legacy-application-strangulation-casestudies/. [Accessed 12 July 2019].

[7]. N. M. Chaillan, "DOD Enterprise DevSecOps Initiative Hardening Containers," DRAFT, 2019.

[8]. NIST, "Security and Privacy Controls for Federal Information Systems and Organizations," NIST SP 800-53

Revision 4, 2013.

[9]. Y. Sundman. (2013). Continuous Delivery vs Continuous Deployment, accessed on Aug. 1, 2016. [Online].

Available: http://blog. crisp.se/2013/02/05/yassalsundman/continuous-delivery-vs-continuous deployment.

Copyright to IJARSCT DOI: 10.48175/IJARSCT-3883
www.ijarsct.co.in

46



