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Abstract: Insider threats represent a significant cybersecurity challenge within loT-enabled institutional
environments due to the exploitation of legitimate access for malicious activities. Traditional insider
threat detection (ITD) approaches often struggle with issues such as data imbalance, high
dimensionality, and evolving user behaviors. This research presents a detection model leveraging a
neural network to address these challenges effectively. The proposed model captures complex patterns in
insider threat data and improves the accuracy of detection.

Additionally, Principal Component Analysis (PCA) is employed for feature extraction, while K-means
clustering is used to group user activity patterns. To handle data imbalance, data augmentation
techniques are applied. Furthermore, optimization techniques are used to fine-tune the model
parameters, ensuring better performance. Experimental evaluation on the CMU CERT insider threat
dataset demonstrates the effectiveness of the proposed model, achieving high detection accuracy and a
low false alarm rate. Compared to existing methods, the approach enhances detection performance,
model robustness, and computational efficiency, making it a reliable solution for securing IoT
infrastructures against insider threats.
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