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Abstract: Small and Medium Enterprises (SMEs) play a significant role in economic growth, 

employment generation, and innovation. However, rapid digital transformation has increased their 

exposure to cyber security threats. Due to limited financial resources, lack of technical expertise, and 

inadequate security infrastructure, SMEs have become frequent targets of cyber attacks such as phishing, 

ransomware, and data breaches. This paper examines the major cyber security challenges faced by 

SMEs, analyzes their impacts, and suggests practical and cost-effective solutions. The study highlights 

the importance of awareness, preventive measures, and policy support in strengthening cyber resilience 

among SMEs. 
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