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Abstract: Digital voting is currently in a bind: transparency is non-negotiable, yet these systems are
constantly under fire from increasingly aggressive cyber-attacks. We built Sentinel-Vote to fix this. It’ s a
distributed architecture designed to tear down the vulnerabilities found in old-school, centralized servers. By
ditching single-point-of-failure models and opaque auditing, our framework uses a decentralized ledger to
hard-code every single vote. The real engine here is end-to-end verifiability (E2E- V). This setup lets any voter
personally verify that their ballot was counted correctly, but uses cryptographic tricks to make sure their
identity stays hidden. To keep the system running even when things go wrong, we used a Byzantine Fault
Tolerant (BFT) consensus model. This allows the network to stay upright and reach an agreement even if
hackers compromise some nodes or launch a massive DDoS attack. For the actual count, we applied
homomorphic encryption. This lets the system tally votes in real-time without ever needing to decrypt an
individual’ s ballot. Our stress tests show that Sentinel- Vote handles heavy traffic without any real lag. This
framework proves that a secure, tamper-proof digital election isn't a pipe dream— it’ s ready for the real
world
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