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Abstract: The modern digital era, secure communication has become a critical requirement due to the 

increasing number of cyber threats, data breaches, and privacy violations. Conventional messaging 

platforms often fail to provide adequate protection against unauthorized access, message interception, 

and data misuse. This research presents Guard Talk, a secure communication platform designed to 

ensure confidentiality, integrity, and authenticated interaction between users. The system is developed 

using Python and the Flet framework, integrating secure authentication mechanisms and encrypted 

message handling to protect sensitive user information. 

Guard Talk provides a real-time one-to-one messaging environment where only authorized users can 

access and exchange information. The platform incorporates user registration and login modules, secure 

session handling, and protected data storage. Emphasis is placed on building a lightweight, user-friendly 

system that balances strong security principles with practical usability. The modular architecture of the 

platform enables maintainability and future scalability, allowing additional features such as group 

communication, multimedia sharing, and advanced cryptographic protocols to be integrated without 

disrupting the core system. 
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