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Abstract: This paper examines the application of artificial intelligence (AI) and machine learning (ML) 

techniques for threat detection and malicious software (malware) analysis. As cyber threats escalate in 

volume and sophistication, conventional signature-driven defences struggle against polymorphic and zero-

day attacks. AI-powered methods — spanning static, dynamic and hybrid analysis — bring adaptability, 

pattern recognition, and automation to cybersecurity operations. The manuscript surveys contemporary 

literature, evaluates prevailing approaches, identifies limitations such as adversarial evasion and dataset 

bias, and proposes a hybrid framework combining static feature extraction, behavioural dynamic analysis, 

and an adversarially-hardened ensemble of deep learning and interpretable models. Empirical guidance 

for dataset curation, evaluation metrics, and deployment considerations is offered. The paper concludes 

with prospective directions including threat-intelligence integration, federated learning for privacy-

preserving detection, and model explainability to enhance forensic utility. This research aims to furnish 

practitioners and researchers with a consolidated yet practical reference for advancing AI-driven malware 

defences 
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