( IJARSCT

xx International Journal of Advanced Research in Science, Communication and Technology

IJARSCT International Open-Access, Double-Blind, Peer-Reviewed, Refereed, Multidisciplinary Online Journal gD €O
ISSN: 2581-9429 Volume 5, Issue 1, September 2025 Impact Factor: 7.67

Enhancing WABAN Security using Biologically
Inspired Cryptographic Keys

Sudip Das', Anusua Biswas’, Subhomita Roy3 , Jinia Saha*, Pritha Bhadra®
Assistant Professor, Department of Computer Application'

Students, Department of Computer Application®”
Narula Institute of Technology, Kolkata, India

Abstract: 4 paper on WBAN security proposes using biological data for key generation within an
Advanced Encryption Standard (AES) framework to enhance data confidentiality and user authentication
in health monitoring systems. The framework leverages patients' and doctors' unique biological
characteristics to create unique encryption keys, providing strong security for sensitive medical data
transmitted through the Wireless Body Area Network (WBAN). The study includes implementation in a
cloud-based environment to evaluate end-to-end data transmission delay, offering practical insights and
experimental results for a secure WBAN system with biological keys
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