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Abstract: This is a digital era, most of the activities happen online where all the information is shared on
the internet. The use of internet has brought the world closer while making it faster at the same time. the
sharing of information has so many advantages but on the other hand it has severe security risk of
unauthorized access by hackers. Even though the users are well equipped with the unique and strong
usernames and passwords, the hackers, with the help of several software’s and programs are able break
the passwords and gain the access. To overcome this problem “Honeywords” are used. The Honeyword
System creates multiple false passwords and stores them along with the actual passwords. When the hacker
or illegitimate user tries to hack in the system by using a honeyword, the attempt is flagged. At the same
time the real user doesn’t need to know the honeywords related to their password. The honeyword system
produces multiple honeywords which are stored along with the actual passwords. Whenever the
honeyword is used to gain unauthorized access, the system starts alarm and the notification is sent to the
respective user to alert them. The unauthorized user will also get an automatically generated decoy

document on their system. This provides the security and decreases the chances of hacking.
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