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Abstract: In this paper, we present a novel symmetric key exchange protocol based on Right duo
seminearring. The proposed protocol leverages the unique algebraic properties of Right duo
seminearrings to ensure secure key exchange. We provide detailed examples to illustrate the protocol’s
Sfunctionality and practical applicability. The algorithm’s structure is elaborated, and its time complexity
is analyzed to demonstrate computational efficiency. Furthermore, a comprehensive security analysis is
conducted, highlighting the protocol’s resilience against common cryptographic attacks. The proposed
cryptosystem offers a secure and efficient approach to symmetric key exchange, contributing to the
advancement of algebra-based cryptographic protocols.
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