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Abstract: This paper explores the practical implementation of a DevSecOps pipeline enhanced with
artificial intelligence (AI) to foster robust security, compliance, and automation across the entire
software development lifecycle (SDLC). By merging development, security, and operations into an
integrated framework, DevSecOps ensures proactive threat mitigation without hindering development
speed. The core objective is to embed security checks directly into development and deployment
workflows, leveraging automation tools and Al capabilities for early risk detection and remediation. Key
tools such as GitHub Actions, SonarQube, Trivy, OWASP ZAP, and Semantic Kernel, along with
Kubernetes and Docker, are utilized for secure CI/CD practices. This AI-empowered pipeline supports
advanced features like vulnerability summarization, automated compliance monitoring, and scalable
microservice deployments, providing a comprehensive and adaptive solution for modern software teams.
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