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Abstract: Android devices are more prone of malware attacks due to its open-source nature. This makes it 

easier for installing applications from various sources, which can lead to major security issues.  Machine 

learning learns from examples. It studies data from apps both good and bad and understands its 

characteristics. Using Machine Learning in this case can help identify harmful malware installed in 

android devices. Detecting unknown malicious code by applying classification techniques on Opcode 

patterns, checks the use of Opcode n-gram patterns from disassembled files. Previously studies have proved 

that utilizing 2-gram of Opcode patterns, term frequency representation, and selecting 200 plus features 

based on document frequency gives higher performance in detecting unknown malware. In traditional 

method s this was considered a complex task. This project is focused on addressing the challenges of 

detecting the Android malware using a machine learning based approach, which improves upon traditional 

signature-based methods. By focusing on feature-based inputs rather than requiring users to upload APK 

files, this system enhances both privacy and usability 
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