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Abstract: With the rapid growth of the Internet of Things (IoT), the security of connected devices and
networks has become a serious issue. loT networks are exposed to various cyber-attacks because of their
distributed nature and lack of security mechanisms. This paper introduces a machine learning-based
solution for identifying loT-specific attacks using the Multi-Layer Perceptron (MLP) classifier. The RT-
10T2022 dataset with benign and adversarial network activities was used for experimentation. This dataset
combines real IoT traffic from devices such as ThingSpeak-LED, Wipro-Bulb, and MQTT-Temp and
simulated attacks such as SSH brute-force, DDoS (Hping and Slowloris), and Nmap scanning.
Preprocessing of the dataset was carried out to manage missing values, scale feature ranges, and filter out
apt features for model training. MLP classifier, being a feedforward neural network artificial system, was
implemented and trained upon the filtered dataset to segregate normal versus malicious network activity.
Accuracy, precision, recall, Fl-score, and confusion matrix metrics were utilized for comparison to
establish how well the model performs. High detection precision showed that the proposed method
indicated how the model has the potential to learn advanced network traffic patterns. The research draws
attention to the significance of cognitive machine learning algorithms in enhancing loT networks'
robustness against cyber attacks. Drawing on the capacity for learning associated with neural networks,
the MLP classifier offers an efficient yet efficient solution for intrusion detection in real-time. The findings
of the research can facilitate the development of adaptive security mechanisms that can promptly react to

adaptive threats in loT environments.
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