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Abstract: Artificial intelligence (Al) has revolutionized claims management systems by streamlining
processes such as fraud detection, document verification, and risk assessment, thereby enhancing
operational efficiency and decision accuracy. However, Al-driven claims processing models are highly
susceptible to adversarial attacks, where carefully crafted perturbations in input data can manipulate
model predictions, leading to incorrect claim approvals, unjust denials, or exploitation by fraudulent
actors. This study comprehensively investigates the adversarial robustness of Al-based claims management
systems, analyzing different attack strategies, including evasion attacks that deceive models at inference
time and poisoning attacks that corrupt training data to degrade model performance. Furthermore, it
explore various defense mechanisms, such as adversarial training, robust feature extraction, uncertainty
estimation, and model ensemble techniques, evaluating their effectiveness in mitigating vulnerabilities while
balancing computational efficiency. Despite recent advancements, significant challenges persist in ensuring
model robustness while maintaining accuracy, scalability, and compliance with evolving regulatory

frameworks.
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