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Abstract: With the rise of cloud computing for collaborative data storage, ensuring data integrity in group-

shared environments has become critical. Traditional integrity verification methods rely on Public Key 

Infrastructure (PKI), which, while effective, introduces complexities and administrative overhead due to 

certificate management. This project proposes a certificate-less public integrity-checking mechanism 

specifically designed for verifying group-shared data on cloud platforms without the need for certificates. 

By leveraging certificate-less cryptography, the protocol streamlines key management, reducing 

computational and storage overhead while maintaining robust security. Authorized group members or 

third-party auditors can verify data integrity without directly accessing the data, preserving confidentiality. 

The protocol also supports dynamic group management, allowing seamless addition or removal of members 

without compromising data integrity. Experimental results demonstrate that this certificate-less approach 

achieves comparable or improved performance over traditional PKI-based systems, offering a scalable and 

efficient solution for public integrity verification in cloud-based collaborative settings. 
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