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Abstract: Advanced persistent threats (APTs) are cyberattacking that use covert strategies to target
specific groups. As a result of the rapid growth of computing technology and the widespread connectivity of
devices, there has been a boom in data transfer across networks. Because APTs' attack tactics are always
changing, it can be difficult to detect them. This has led cybersecurity experts to develop creative solutions.
We found gaps in the research on APT detection by doing a systematic literature review (SLR) covering the
years 2012 to 2022 and finding 75 studies related to computer, mobile, and Internet of Things technologies.
The most sophisticated cyberattack, known as an advanced persistent threat, involves malevolent
individuals breaking into a network without authorization and staying hidden for an extended period.
Advancement persistent threat attacks and organizational threats are becoming more frequent. Machine
learning is one technique used to detect attacks by sophisticated persistent threats. The need for improved
detection methods is highlighted by our findings, and we offer suggestions to guide the creation of early
APT detection models and progress in cybersecurity. We propose a conceptual model known as Cyber
Guardian that uses Random Forest classifier and attention techniques to create a self-translation machine
through an encoder-decoder framework. These advanced attention algorithms are intended to improve the
machine's capacity to examine and decipher intricate patterns found in HTTP requests, enhancing APT
detection capabilities, and providing cybersecurity experts with cutting-edge instruments to proactively
detect and neutralize new threats in real-time. This all-encompassing strategy is a major advancement in
the ongoing fight against Advanced Persistent Threats (APTs) and emphasizes how crucial it is for the
cybersecurity community to continuously innovate and collaborate in order to remain ahead of changing
cyberthreats.
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