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Abstract: The security and privacy of smartphone users are seriously threatened by mobile botnets, which
allow malevolent actors to carry out a variety of illegal actions, such as DDoS attacks, data theft, and
resource exploitation. These mobile botnets are becoming more and more sophisticated, making it difficult

to

detect them with conventional signature-based and heuristic methods. This study proposes a machine

learning-based method for mobile botnet detection that makes use of Support Vector Machines (SVM).The
study focuses on behavioural feature extraction from mobile device system-level data and network traffic.

The SVM model is used for classification once feature selection techniques have been used to select the

most pertinent and discriminative attributes. The SVM model, making use of its capacity to manage
nonlinear classification and high-dimensional data.Tests carried out on a variety of network traffic and
system behaviour datasets gathered from mobile devices show encouraging outcomes for the detection of
botnets. Compared to conventional detection techniques, the SVM classifier outperforms them in identifying
mobile botnet activities with a high degree of accuracy, precision, and recall. The suggested SVM-based
method improves mobile device security by offering a flexible and successful mobile botnet detection
solution. The results of this study open the door to the development of strong and durable mobile security

systems by providing insights into the proactive identification and mitigation of mobile botnet threats

through the use of machine learning techniques.
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