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Abstract: Edge computing is an innovative computing architecture that enables efficient and rapid data 

processing in proximity to the data source, eliminating the limitations imposed by network bandwidth and 

latency. By decentralizing computing capabilities to the edge of the network, edge computing alleviates the 

processing and transmission burden on cloud computing centers, while simultaneously reducing user input 

response time. However, it is crucial to address potential challenges to fully leverage the advantages of 

edge computing, especially in data-intensive services, where access latency may emerge as a bottleneck. 

Key challenges include security concerns, handling incomplete data, and managing investment and 

maintenance costs. This research paper presents a comprehensive survey of edge computing, focusing on 

the significance of edge device placement for optimizing performance in IoT networks. Additionally, we 

conduct a comparative study of various implementations of edge computing and discuss the diverse 

challenges encountered during their implementation. The objective of this paper is to stimulate the 

development of novel IoT security designs based on edge computing and facilitate dynamic placement of 

edge devices. To achieve this, we provide an extensive review of existing IoT security solutions at the edge 

layer, promoting a deeper understanding of their capabilities and limitations 
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