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Abstract: There are millions of websites in the world now but it has been observed since very long time 

that Web Security has been one of most important areas of research whether be it either analysis or 

detection and later developing to mitigation plans. Web security threats are very much present now days 

and they have undergone much sophistication comparing to their initial phase. Now they are becoming 

more & more evolved each day. The evolution of threat on websites might be in terms of new ways of attack 

or bringing in resistance to using simulated Operating Systems or VM ware environments. Also, there has 

been considerable shift in the target of attacks in recent years. Earlier, clients were ignored while choosing 

targets. But, in recent years client user has become the main target for attacks as the adversary believe that 

the end user is the weakest link in the security chain. This paper is presented here to study the issues related 

to web security in cyber world. 

 

Keywords: web application, security, development, checklist 

 

REFERENCES 

[1]. http://hackingmadeeasy.com/  

[2]. http://link.springer.com/chapter/10.1007 %2F978-3-642-25541-0_51  

[3]. http://www.di.unipi.it/~ghelli/didattica/bd ldoc/A97329_03/core.902/a90146/funda men.htm  

[4]. https://www.whitehatsec.com/assets/WPs tatsReport_052013.pdf 

[5]. http://www.symantec.com/connect/article s/five-common-web-applicationvulnerabilities  

[6]. http://www.beyondsecurity.com/websecurity-and-web-scanning.html 

[7]. https://www.whitehatsec.com/assets/WPs tatsReport_052013.pdf 

[8]. http://www.quotium.com/content/uploads /2014/01/SeekerApplication_Security_in_the_SDLC.pdf  

[9]. http://www.beyondsecurity.com/websecurity-and-web-scanning.html 

[10]. Halfond, W. G. J., &Orso, A. (2006). A classification of SQL-injection attacks and countermeasures. 

Proceedings of the 2006 International Symposium on Software Testing and Analysis, 1-10. 

 


