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Abstract: The exponential growth in digital transactions has escalated the need for intelligent, real-time
fraud detection mechanisms capable of handling high-volume, imbalanced datasets. This paper presents an
unsupervised deep learning framework for credit card fraud detection using autoencoders, specifically
tailored to isolate anomalous behavior without relying on labeled fraudulent data. The architecture
leverages TensorFlow 2.x for model development, training, and evaluation, enabling precise identification
of outliers within complex transactional patterns. The system incorporates a comprehensive data
preprocessing pipeline using Pandas and NumPy to normalize, encode, and balance transaction records for
optimized model performance. Post-training, the model is integrated with an interactive Python Dash-based
dashboard, facilitating real-time visualization of anomaly scores and system metrics for analysts and
security teams. The proposed solution emphasizes scalability, interpretability, and responsiveness,
supporting deployment in high-throughput environments. Experimental validation on publicly available
datasets demonstrates high reconstruction error sensitivity, achieving competitive performance in terms of
precision and recall. This research underscores the effectiveness of autoencoder-based anomaly detection
in financial fraud scenarios and contributes a modular, production-ready framework for organizations
seeking to enhance digital transaction security through data-driven intelligence.
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