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Abstract: Cross-cloud API traffic management is an essential aspect of managing dynamic rate limiting,
especially in ASP.NET Core applications. Through the use of database-aware swarm intelligence
strategies, this solution maximizes the effectiveness of managing API traffic across various cloud
environments to ensure effective utilization of resources and responsiveness. Dynamic rate-limiting
implementation is crucial in an attempt to counter the API overuse and abuse threats so that it merges with
the predictability present in the network conditions and the demand from the user. Through this, the
research provides useful insights into how smart algorithms can dynamically adjust rates in accordance
with real-time traffic conditions as well as database access, thereby making cloud applications more
responsive and secure.
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