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Abstract: Cloud computing has revolutionized the way IT organizations and IT teams manage their 

internal digital assets and workloads. One of the major drawbacks or limitations of cloud computing is 

security. Cloud computing comes with various threats and vulnerabilities, and new threats and 

vulnerabilities are discovered all the time. Every year, small to large security incidents are reported around 

the world. To our knowledge, there are no recent research articles covering recent advances in cloud 

computing security. To address this issue, this paper provides an analysis of recent cloud computing 

security literature. Expanding on the threats proposed by the Cloud Security Alliance, a taxonomy related 

to cloud computing threats and vulnerabilities is provided to educate cloud users and guide the cloud.  

providers to strengthen or review their security policies and practices. can do. In conclusion, we also 

provide a taxonomy of state-of-the-art countermeasures and solutions to protect the cloud from various 

threats. 

 
Keywords: Cloud computing, security, vulnerabilities/threats and counter measures. 

 

REFERENCES 

[1]. Mather, T., Coomaraswamy, S., Latif, S. (2009). Cloud security and privacy: A business perspective on risk 

and compliance. O'Reilly Media. 

[2]. Listenpart, T., Tromer, E., Shacham, H., Savage, S. (2009). Hey dear, come down from my cloud 

Investigating information leaks in third-party computing clouds.  

[3]. Tankei, B. & Buya, R. (2012). A framework for secure and scalable management of interclouds. Journal of 

Network and Computer Applications, 35(6), 1843-1853. 

[4]. Liang L, Lu J, Li Y, Shao J (2015). Research on secure API management in cloud computing. Journal of 

Cloud Computing, 4(1), 1-18. 

[5]. Hellas, T. & Rao, H.R. (2009). Protection Motives and Deterrents: A framework for security compliance in 

your organization.  

[6]. Whitman, M.E. & Mattold, H.J. (2019). Information Security Principles. Get down to learning. 

[7]. J. Milkovich & P. Lier (2004). Classification of DDoS attacks and DDoS mitigation mechanisms.  

[8]. Zargar, S.T., Joshi, J., Tipper, D. (2013). An introduction to defending against distributed denial of service 

(DDoS) flooding attacks.  

[9]. Shabtai, A., Fledel, Y., Elovici, Y. (2010). Detect malicious code intrusions with API-level signatures. 

Security and Communication Networks, 3(2-3), 157-172.  

[10]. Check Point Software Technologies, Inc. (2021). Best practices for endpoint security. 

[11]. Mel, P and Glance, T (2011). NIST Definition of Cloud Computing. US National Institute of Standards and 

Technology. 

[12]. JM Kiza (2016). Computer Network Security Guide (Fourth Edition). jumper. 

[13]. Sridhar, V. & Rao, H.R. (2008). Risk and security management for third-party data service providers. ACM 

Notice, 51(9), 135-139. 

[14]. Litan, A., Hill, K., Skjøsaa, R. (2018). How to   prepare for exams in the cloud. gardener.  

 

 


