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Abstract: Computers are most valuable when they are used to solve problems that humans cannot easily 

solve for themselves. Charles Babbage, for example, wanted to automate the production of mathematical 

tables, partly because it was a tedious task, but mostly because the people who undertook the necessary 

calculations made so many mistakes. Computers, however, are also useful when they solve problems faster 

than human beings. If you face a situation in which timeliness is essential, you may not be able to wait for 

results generated at human speeds. In such cases, it may be necessary to develop a technological solution to 

get the answers you need when you need them. In World War II, the Allies faced precisely this situation. 

The shipping lanes of the North Atlantic were under such threat from German U-boats that Britain was in 

danger of being starved into submission. Breaking the U-boat code was a critical turning point in the war 

and may have changed its outcome. Faced with a code that changed every day, the British had to develop 

mechanical tools that would allow them to read German military dispatches quickly enough to act on that 

information. Breaking the German military codes was an early application of cryptography, which is the 

science of creating and decoding messages whose meaning cannot be understood by those who intercept the 

message. In the language of cryptography, the message you are trying to send is called the plaintext; the 

message you actually send is called the ciphertext. Unless your adversaries know the secret of the encoding 

system, which is usually embodied in some privileged piece of information called a key, intercepting the 

ciphertext should not make it possible for them to discover the original plaintext version of the message. On 

the other hand, the recipient, who is presumably in possession of the key, can easily translate the ciphertext 

back into its plaintext counterpart. Cryptographic Hash functions are used to achieve a number of security 

objectives. In this paper, we bring out the importance of hash functions, its various structures, design 

techniques, attacks and the progressive recent development in this field. 
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