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Abstract: SQL injection remains one of the most harmful security exploits from a privacy perspective 

Information leakage and exonomic loss. Injection attacks are the biggest Vulnerability on the internet. The 

latest OWASP top 10 report shows that the number of these attacks continues to grow. Traditional Defense 

strategies often include static, signature-based Intrusion Detection System (IDS) rules. In most cases, they 

are only effective against previously observed attacks. Many current research uses machine learning 

techniques that can recognize the unknown. However, the attack can be performance intensive depending 

on the algorithm. Moreover, recently an intrusion detection strategy involves capturing traffic entering your 

web application. Collect data from network devices or web application hosts, or from databases in other 

strategies server log. This project collects traffic from two points: Host web applications and a dataphy 

applicance mode between your web application host and its MySQL database server. 
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