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Abstract: Phishing can be described as a way by which someone may try to steal some personal and important
information like login id’s, passwords, and details of credit/debit cards, for wrong reasons, by appearing as a
trusted body. Many websites, which look perfectly legitimate to us, can be phishing and could well be the
reason for various online frauds. These phishing websites may try to obtain our important information through
many ways, for example: phone calls, messages, and pop up windows. So, the need of the hour is to secure
information that is sent online and one concrete way of doing so is by countering these phishing attacks. This
paper is focused on various Machine Learning algorithms aimed at predicting whether a website is phishing
or legitimate. Machine learning solutions are able to detect zero hour phishing attacks and they are better at
handling new types of phishing attacks, so they are preferred. In our implementation, we managed an
accuracy of 98.4% in prediction a website to be phishing or legitimate.

Keywords: Phishing, Python, machine learning algorithms

REFERENCES
[1] “WC-PAD: Web Crawling based Phishing Attack Detection” Nathezhtha.T, Sangeetha.D,Vaidehi.V
[2] “Detection of Phishing Attacks with Machine Learning Techniques in Cognitive Security Architecture” Ivan Ortiz-
Garces, Roberto O. Andrade, and Maria Cazares R. M. Mohammad, F. Thabtah, and L. McCluskey, ‘‘Tutorial and critical
analysis of phishing Websites methods,”” Comput. Sci. Rev., vol. 17, pp. 1-24, Aug. 2015.
[3] “A Methodical Overview on Phishing Detection along with an OrganizedWay to Construct an Anti-Phishing
Framework” Srushti Patil, Sudhir Dhage
[4] “A survey of the QR code phishing: the current attacks and countermeasures” Kelvin S. C. Yong, Kang Leng Chiew
and Choon Lin Tan
[5] “Fuzzy Rough Set Feature Selection to Enhance Phishing Attack Detection” Mahdieh Zabihimayvan and Derek Doran
[6] N. Goel, A. Sharma, and S. Goswami, “A way to secure a qr code: Sqr,” in 2017 International Conference on
Computing, Communication and Automation (ICCCA). IEEE, 2017, pp. 494497
[7] V. Mavroeidis and M. Nicho, “Quick Response Code Secure: A Cryptographically Secure Anti-Phishing Tool for QR
Code Attacks,” in International Conference on Mathematical Methods, Models.
[8] K. Krombholz, P. Fr "uhwirt, T. Rieder, I. Kapsalis, J. Ullrich, and E. Weippl, “QR Code Security—-How Secure and
Usable Apps Can Protect Users Against Malicious QR Codes,” in 2015 10th International Conference on Availability,
Reliability and Security. IEEE, 2015, pp. 230-237

Copyright to IJARSCT DOI: 10.48175/IJARSCT-10876 28

www.ijarsct.co.in | 2581-9429 |
e\ IJARSCT /&

ISSN




