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Abstract: The issue of open-source software system vulnerabilities is covered in this essay. Open Sources 

are used because, due to flexibility, cost-effectiveness, accessibility. A binary program can reveal whether 

the components of the open-source system with vulnerabilities are reused and cannot recognize the location 

of vulnerabilities. For this purpose, they addressed and designed BMVul which is a identification on a 

software modularization method, in which binary programs are oriented. With the creation of an open-

source component function of vulnerabilities set using function signatures, BMVul finds vulnerabilities in 

binary modules that make use of such components. Most businesses lack a trustworthy a direct and rapid 

method of notification when zero-day vulnerabilities are discovered and when updates are released. Hence, 

open-source attack vectors are more prevalent than necessary. It is now believed that while procedures can 

be used to efficiently supplement professional human inspection of OSS, it may not be possible to 

completely replace it. Open-source software systems has more importance in selection of detection method 

and cybersecurity ecosystem. Reusing vulnerable open-source components can result in security issues. The 

developers of mobile application are heavily depending upon open-source system software to 

unload(offload) functionalists which are common such as media format playback and implementation of 

protocols. Several vulnerabilities were found in popular open-source libraries such as FFMPEG and 

OpenSSL. These weaknesses are carried over onto mobile applications that use these libraries, making 

them susceptible. 
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