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Abstract: Blockchain innovation can possibly change collaborations between states, organizations and 

residents in a way that was inconceivable simply 10 years prior.Though very often grouped with 

technologies such as artificial intelligence (AI) or IoT (Internet of Things), the technology is unique in its 

foundational nature. Unlike other technologies, which have the potential to deliver completely new services 

to citizens and other stakeholders alike, blockchain has the potential to revamp currently existing processes 

to unlock new sources of efficiency and value. [1] At present blockchain is, maybe, quite possibly the most 

encouraging technology, and it have an extremely high potential to change the present plans of action. It is 

basically a disseminated information base of records, or a public record, everything being equal (or 

computerized occasions) that have been executed and divided between taking an interest parties. Every 

exchange in the public record is confirmed by the agreement of a greater part of the members' processing 

power in the whole framework. Therefore, blockchain has the potential to significantly change the way 

financial institutions, for example, operate today. As an early evidence note that Bitcoin is one of the most 

commonly used applications based on blockchain technology. Also, due to the attractive characteristic of 

decentralization, persistency, anonymity and auditability, it has further far-reaching implications in a wide 

range of industries, sectors, and application areas, such as Internet of Things (IoT), medical health, and 

smart contracts, respectively. As a result, blockchain technology has received considerable attention in 

both the academic and the industrial communities [2].  
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I. INTRODUCTION 

This document is a template. An electronic copy can bedownloaded from the website. For questions on paper 

guidelines, please contact the International Journalcommittee as indicated on the Journal website. Information about 

final paper submission is available from the website. 

Blockchain is a decentralized, shared and public advanced record that is utilized to record exchanges across numerous 

PCs so that any elaborate record can't be adjusted retroactively without the change of every ensuing square. It provides 

us a new system to record a public history of transactions without relying on any centralized trusted party. The property 

of decentralization, openness, permission less and tamper-resistant has attracted considerable interest in both academic 

and industrial communities. As a promising technology to achieve decentralized consensus, blockchain is not only 

limited in crypto currency but also critical to enterprises and creates extraordinary opportunities for Digital Health, 

Supply Chain, Energy, IoT, Fintech, etc. Although blockchain can maintain a secure public ledger by all participants 

through the distributed network, how to apply in different industrial sectors flexibly is still a big challenge.[3] 

 

1.1 Blockchain Technology 

The blockchain is an appropriated information base of records of all exchanges that have been executed and divided 

between taking part parties. Every exchange is checked by most of members of the framework. It contains each and 

every record of every exchange. Bitcoin is the most well known digital money and is an illustration of the blockchain. It 

incorporates P2P (Peer-to-Peer) convention, computerized encryption innovation, agreement instrument, keen 

agreement and different advancements together. A blockchain is a chain of squares associated with one another. 

 

1.2 Block in a Blockchain? 

A square in a blockchain is an advanced protected to store the information and lock it for eternity. The information 

added on the square is changeless, ie ,information can't be modified. Squares hold groups of substantial exchanges that 
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are hashed and encoded into a Merkle tree. Each square remembers the cryptographic hash of the earlier square for the 

blockchain, connecting the two. The connected squares structure a chain. This iterative interaction affirms the 

uprightness of the past block, right back to the underlying square, which is known as the beginning square. The nonce is 

chosen by the diggers to address a cryptographic riddle for creating the following square in the chain. It is known as 

Proof of work. To guarantee the honesty of a square and the information contained in it, the square is generally 

carefully marked. [4]. 

 
Fig1. Blocks is associated in Block Chain 

Now and again separate squares can be delivered simultaneously, making an impermanent fork. Notwithstanding a safe 

hash-based history, any blockchain has a predefined calculation for scoring various variants of the set of experiences so 

one with a higher score can be chosen over others. Squares not chose for incorporation in the chain are called vagrant 

squares. Friends supporting the data set have various variants of the set of experiences every once in a while. They keep 

hands down the most noteworthy scoring rendition of the data set known to them. At whatever point a companion gets a 

higher-scoring variant (generally the old adaptation with a solitary new square added) they expand or overwrite their 

own information base and retransmit the improvement to their friends. There will never be an unshakable certainty that 

a specific section will stay in the best form of the set of experiences for eternity. Blockchains are ordinarily worked to 

add the score of new squares onto old squares and are given motivators to reach out with new squares as opposed to 

overwriting old squares. 

 
Fig 2: Block Header 

 

1.3 Blockchain Working 

Blocks can be recognized by their block height(Block No.) and block header hash. The data in the block is detected 

through a computerized algorithm known as a Hash function. It not only locks the data to be seen by the participants in 
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the Blockchain but also makes the data immutable. Every block has its hash function.In Blockchain, when the 

information has been recorded, it won't be changed. Blockchain works like a computerized legal official with 

timestamps to try not to alter data. 

 

1.4 Key Components of Blockchain 

 
Fig 3. BlockChain Process 

1.5 Merkle Tree 

A merkle tree is a parallel tree with hash pointers.A Hash trees or Merkle tree is a tree wherein each leaf hub is marked 

with the cryptographic hash of an information block, and each non-leaf hub is named with the cryptographic hash of the 

names of its youngster hubs.  

Hash trees permit effective and secure confirmation of the substance of enormous information structures. Hash trees are 

a speculation of hash records and hash chains[5] 

 
Fig 4: Hashing 

 

1.6 Distributed Ledger Technology 

A ledger is a file which keeps the record of all the transactions taking place between the two parties on the blockchain 

network. Keeps continuously growing .The common types of ledgers considered by the users in the Blockchain are as 

follows:  
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1. Centralized Ledgers  

2. Decentralized Ledgers  

3. Distributed Ledgers 

 
 

1.7 Ledger Types 

A. Centralized Ledgers 

Also known as general ledger. Contains all the accounts for recording transactions relating to a company's assets, 

liabilities, owners' equity, revenue, and expenses. Every party is dependent on one central party who hold the ledger. • 

Central party has power to over the data. 

 

B. Decentralized Ledgers 

Every party holds the ledger, reducing the power of any one party over the data and providing accountability over who 

has altered the data and when. 

 

C. Distributed Ledgers  

Every hub processes and checks each thing, subsequently producing a record of everything and making an agreement 

on its veracity. 

 

1.8 How Transaction Happen 

 
Fig 6: Transaction Process 
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1.9 Benefits of using Blockchain Technology 

We have learned a lot about Blockchain technology. Now let’s explore what its benefits are. 

 Immutability: In a traditional database, you have to trust a system administrator that he is not going to change 

the data. But with Blockchain, there is no possibility of changing the data or altering the data; the data present 

inside the Blockchain is permanent; one cannot delete or undo it.  

 Transparency: Centralized systems are not transparent, whereas Blockchain (a decentralized system) offers 

complete transparency. By utilizing blockchain technology, organizations and enterprises can go for a 

complete decentralized network where there is no need for any centralized authority, thus improving the 

transparency of the entire system. 

 High Availability: Unlike centralized systems, Blockchain is a decentralized system of P2P network which is 

highly available due to its decentralized nature. Since in the Blockchain network, everyone is on a P2P 

network, and everyone has a computer running, therefore, even if one peer goes down, the other peers still 

work. 

 High Security: This is another major benefit that Blockchain offers. Technology is assumed to offer high 

security as all the transactions of Blockchain are cryptographically secure and provide integrity. Thus instead 

of relying on third-party, you need to put your trust in cryptographic algorithms.  

 

II. BLOCKCHAIN PLATFORM 

 
Fig 7: BlockChain Platform 

 

REFERENCES 

[1]. "IC-BCT 2019" , Springer Science and Business Media LLC. 

[2]. Igor Kabashkin. "Chapter 5 Risk Modelling of Blockchain Ecosystem" , Springer Science and Business 

Media LLC, 2017. 

[3]. Steffen Blömeke, Mark Mennenga, Christoph Herrmann, Lars Kintscher et al. "Recycling 4.0" , Proceedings 

of the 7th International Conference on ICT for Sustainability, 2020 . 

[4]. Noha Magdy, Mohannad Barakat, Bassem Mokhtar. "IoT Systems Internal Mapping using RTT with the 

integration of Blockchain technology" , 2019 Novel Intelligent and Leading Emerging Sciences Conference 

(NILES), 2019 . 

[5]. Muhammad Farooque, Vipul Jain, Abraham Zhang, Zhi Li. "Fuzzy DEMATEL analysis of 6 barriers to 

Blockchain-based life cycle assessment in China" , Computers & Industrial Engineering, 2020 . 

[6]. "Blockchain and Trustworthy Systems" , Springer Science and Business Media LLC, 2020 . 

[7]. T. Murugajothi, R. Rajakumari. "Blockchain based data trading ecosystem" , Materials Today: Proceedings, 

2020 . 



IJARSCT  ISSN (Online) 2581-9429 

    

 

       International Journal of Advanced Research in Science, Communication and Technology (IJARSCT) 

  

 Volume 3, Issue 1, March 2023 
 

Copyright to IJARSCT DOI: 10.48175/IJARSCT-8574 158 

www.ijarsct.co.in 

Impact Factor: 7.301 

[8]. Teresa Magal-Royo, José Macário de Siqueira Rocha, Cristina Santandreu Mascarell, Rebeca Diez  

Somavilla et al. "chapter 16 Cybersecurity and Electronic Services Oriented to E-Government in Europe" , 

IGI Global, 2021 . 

[9]. "Implementing a blockchain from scratch: why, how, and what we learned" , EURASIP Journal on 

Information Security, 2019 . 

[10]. Sheping Zhai, Yuanyuan Yang, Jing Li, Cheng Qiu, Jiangming Zhao. "Research on the Application of 

Cryptography on the Blockchain" , Journal of Physics: Conference Series, 2019. 

[11]. Felipe Zimmerle da N. Costa, Ruy J. G. B. de Queiroz. "A Blockchain Using Proof-of Download" , 2020 

IEEE International Conference on Blockchain (Blockchain). 

[12]. Roberto Moro Visconti. "Chapter 16 Blockchain Valuation: Internet of Value and Smart Transactions" , 

Springer Science and Business Media LLC, 2020. 

[13]. Rajan Gupta, Saibal Kumar Pal. "Introduction to Algorithmic Government" , Springer Science and Business 

Media LLC, 2021 . 

[14]. "Cryptofinance and Mechanisms of Exchange" , Springer Science and Business Media LLC, 2019. 

[15]. Stefano Bistarelli, Gianmarco Mazzante, Matteo Micheletti, Leonardo Mostarda, Davide Sestili, Francesco 

Tiezzi. "Ethereum smart contracts: Analysis and statistics of their source code and opcodes" , Internet of 

Things, 2020 . 

[16]. M. Niranjanamurthy, B. N. Nithya, S. Jagannatha. "Analysis of Blockchain technology: pros, cons and 

SWOT" , Cluster Computing, 2018 . 

[17]. Vincenzo Morabito. "Business Innovation Through Blockchain" , Springer Nature, 2017. 

[18]. “Blockchain: The India Strategy by NitiAyog ,” 2020. 

[Online].Available:https://www.niti.gov.in/sites/default/files/2020-

01/Blockchain_The_India_Strategy_Part_I.pdf 

[19].  “Blockchain in Global health - An appraisal of current and future applications,” 2020. [Online].Available: 

(PDF) Blockchain in Global health - An appraisal of current and future applications. 

[20]. “Blockchain in Global health - An appraisal of current and future applications,” 2020. [Online].Available: 

(PDF) Blockchain in Global health - An appraisal of current and future applications. 

[21].  “A survey on security and privacy issues of blockchain technology ,” 2018. [Online].Available: (PDF) A 

survey on security and privacy issues of blockchain technology . 

[22]. “AnOverviewofBlockchainTechnology:Architecture,Consensus,andFutureTrends,”2017.[Online].Available:

https://www.researchgate.net/publication/318131748_An_Overview_of_Blockchain_Technology_Architectu

re_Consensus_and_Future_Trends. 

[23].  “State of blockchain q1 2016: Blockchain funding overtakes bitcoin,” 2016. [Online]. Available: 

http://www.coindesk.com/ state-of-blockchain-q1-2016/ 

[24]. Security implications of blockchain cloud with analysis of block withholding attack., 2017 17th IEEE/ACM 

International Symposium on Cluster, Cloud and Grid Computing (CCGRID), 458.  

[25]. C. Ai, M. Han, J. Wang and M. Yan, An efficient social event invitation framework based on historical data 

of smart devices, in 2016 IEEE International Conferences on Social Computing and Networking 

(SocialCom), IEEE, 2016, 229–236.  

[26]. A. Back et al., Hashcash-a denial of service counter-measure. 

[27]. N. Barnas, Blockchains in national defense: Trustworthy systems in a trustless world, Blue Horizons 

Fellowship, Air University, Maxwell Air Force Base, Alabama. 

[28]. Z. Cai, Z. He, X. Guan and Y. Li, Collective data-sanitization for preventing sensitive information inference 

attacks in social networks, IEEE Transactions on Dependable and Secure Computing, (2016), 1–1.  

[29]. N. Capurso, T. Song, W. Cheng, J. Yu and X. Cheng, An android-based mechanism for energy efficient 

localization depending on indoor/outdoor context, IEEE Internet of Things Journal, 4 (2017), 299–307. 

[30]. F. Chen, P. Deng, J. Wan, D. Zhang, A. V. Vasilakos and X. Rong, Data mining for the internet of things: 

Literature review and challenges, International Journal of Distributed Sensor Networks, 11 (2015), 431047. 

 


