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Abstract: The Internet of Things (IoT) connects physical objects through sensors, embedded 

processors, and communication interfaces. These devices can collect and share data, helping systems 

respond automatically to changing conditions. 

This review offers a structured overview of IoT’s development, enabling technologies, practical 

applications, and the challenges that affect reliable deployment. It draws primarily on a review article 

by Yalli, Hasan, and Badawi, which explores IoT’s evolution and its connections to wireless sensor 

networks, cloud and edge computing, artificial intelligence, machine learning, and blockchain. 

The paper follows the flow of a typical IoT system, from sensing and communication to data 

processing and action. It discusses applications in smart homes, healthcare, agriculture, 

transportation, education, and energy management, as well as practical challenges such as limited 

device resources, network delays, compatibility between systems, privacy, cybersecurity, and 

maintenance. 
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I. INTRODUCTION 

The Internet of Things (IoT) is a network of physical objects that can sense their surroundings, identify themselves, 

communicate, and take part in digital services. A connected device might measure temperature, humidity, movement, 

location, or energy use. It can send these readings to a gateway or server, where software interprets them and may 

notify a user or control another device. 

Traditional internet use often involves people creating and consuming information. IoT extends this exchange to 

objects and machines, allowing them to share operational data with little human involvement. 

The idea grew through several milestones. The supplied review mentions an internet-connected vending machine in 

1982, the development of ubiquitous computing, the use of radio-frequency identification (RFID), and Kevin Ashton’s 

introduction of the term “Internet of Things” in 1999 [1]. Since then, more affordable sensors, wireless networks, 

embedded processors, and cloud platforms have helped IoT expand from isolated demonstrations to applications in 

homes, industry, and public infrastructure. 

Simply connecting devices does not make an IoT system useful. It also needs to collect reliable data, communicate 

consistently, protect information, and turn observations into useful decisions. A sensor network that gathers data but 

cannot interpret it or prompt a response has limited value. For this reason, modern IoT systems often combine 

embedded hardware, network protocols, gateways, cloud or edge computing, analytics, and user interfaces. 

  

II. REVIEW SCOPE AND APPROACH 

This paper takes a focused narrative-review approach, drawing mainly on “Internet of Things (IoT): Origins, Embedded 

Technologies, Smart Applications, and Its Growth in the Last Decade” by Yalli, Hasan, and Badawi [1]. The article’s 
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coverage of IoT history, wireless sensor networks, cloud, edge and fog computing, intrusion detection, artificial 

intelligence, machine learning, blockchain, and smart applications guides the topics discussed here. 

The material is organized around the lifecycle of an IoT solution: sensing and actuation, device connectivity, network 

transport through gateways, data storage and processing, analysis and decision-making, and user feedback or automated 

control. The paper also offers explanations and practical design considerations, but these should not be read as results 

from a new experiment. 

Market forecasts and historical estimates are not presented as current measurements, since they vary across sources and 

publication dates. In practice, organizations should choose technologies based on their specific workload, operating 

environment, safety requirements, and budget. 

 

III. BASIC ARCHITECTURE OF AN IOT SYSTEM 

A practical IoT system can be understood as having four main layers. The perception layer includes sensors, actuators, 

tags, and embedded controllers. The connectivity layer carries data using technologies such as Wi-Fi, Bluetooth Low 

Energy, Zigbee, or cellular networks. The processing layer includes gateways, edge or fog devices, and cloud 

infrastructure. At the application layer, users and other systems interact with dashboards, alerts, reports, and control 

functions. 

These layers describe the system’s functions; they do not have to be separate physical components. A small home-

monitoring project might use one microcontroller and a cloud service. A factory, by contrast, could rely on hundreds of 

sensors, local gateways, backup networks, and industrial servers. Processing can also take place in different locations: 

urgent safety decisions may need to happen locally, while long-term trend analysis can run in the cloud. 

Figure 1 shows the flow of data through an IoT system. Sensors collect measurements, a controller packages them, and 

a network sends them to an edge gateway or cloud service. Analysis then produces a status or decision, which an 

application displays or uses to send a control command. Security measures—including device identity, access controls, 

and monitoring—should protect every stage of this process. 

 

IV. ENABLING TECHNOLOGIES 

A. Sensors, actuators, and embedded platforms: Sensors measure physical conditions and turn them into signals that a 

controller can read. Actuators carry out actions, such as switching a relay, moving a valve, or adjusting a motor. 

Embedded boards and microcontrollers coordinate data collection, local decision-making, and communication. Because 

these devices have limited memory and processing power, their software and energy use need careful planning. 

B. Wireless sensor networks and communication: Wireless sensor networks helped establish the idea of collecting data 

across many connected sensing devices. IoT builds on this idea by linking sensor nodes to broader services and 

applications. The communication method should suit the required range, bandwidth, response time, power use, 

resistance to interference, and cost. A low-power environmental sensor has different needs from a camera or industrial 

controller, so protocol choices should be based on the application. 

C. Cloud computing: Cloud services offer flexible storage, computing power, and application hosting. They can store 

historical readings, combine data from many devices, and run analyses that exceed the capabilities of small embedded 

devices. However, relying on a remote service can mean slower responses, dependence on an internet connection, 

ongoing costs, and privacy concerns. 

D. Edge and fog computing: Edge computing processes data close to the device or where the data is collected. Fog 

computing refers to an intermediate layer between devices and central cloud services. Both approaches can speed up 

responses and reduce unnecessary data transfers. For example, a local controller could trigger an alarm as soon as a 

measurement crosses a safety threshold, while sending summaries to the cloud for long-term analysis. Edge devices 

also need physical protection, regular updates, and access controls. 
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E. Artificial intelligence and machine learning: AI and machine learning can help detect unusual activity, predict 

equipment failures, classify data, and forecast trends. Supervised learning relies on labelled examples, while 

unsupervised learning looks for patterns or unusual activity without labelled outcomes. Reinforcement learning 

improves decisions through interaction and feedback. How well these methods work depends on the quality and 

relevance of the data, careful evaluation, available computing resources, and ongoing monitoring after deployment. 

F. Blockchain and distributed records: Blockchain may be useful when several parties need to share records that are 

difficult to alter without detection. It is not a universal security solution. The work involved in reaching agreement, 

storing growing records, and processing transactions can make blockchain unsuitable for small, battery-powered 

devices. Whatever technologies are used, IoT systems still need secure device identities, encryption, signed updates, 

and good key management. 

 

V. SMART APPLICATION DOMAINS 

A. Smart homes and buildings: Connected lights, thermostats, door sensors, and energy meters can make everyday 

tasks easier and help reduce wasted energy. These systems should include manual controls, secure sign-in, and a safe 

mode if the network goes down. 

B. Healthcare and personal monitoring: Wearable and connected medical devices can collect health measurements and 

support remote monitoring. Because this information is sensitive, these systems need careful attention to consent, 

privacy, accuracy, and reliability. Missed or incorrect alerts can have serious consequences. IoT readings should not be 

treated as a medical diagnosis unless the device and service have been properly validated. 

C. Smart agriculture: Soil moisture, temperature, and humidity sensors can help farmers manage irrigation and 

greenhouse conditions. Using data to plan watering may reduce waste and make conditions easier to track. Outdoor 

systems must also be designed to handle changing weather, dust, sensor drift, limited power, and unreliable 

connectivity. 

D. Smart transportation and cities: Traffic sensors, connected vehicles, parking systems, smart streetlights, and waste-

bin monitors can help public services respond more efficiently. Because these systems collect information from many 

locations, they need compatible technologies, reliable networks, and safeguards to protect privacy. 

E. Industry and energy: Industrial IoT can monitor equipment, help predict maintenance needs, and give operators a 

clearer view of production. Smart meters and grid devices can report energy use and equipment status. Since industrial 

systems can affect physical safety and essential services, they need well-separated networks, authenticated commands, 

and tested recovery plans. 

  

VI. EXISTING APPROACH AND PROPOSED IoT-ENABLED APPROACH 

In a conventional monitoring setup, people may take measurements by hand or check separate, unconnected devices. 

Reports can be delayed, faults may go unnoticed until the next inspection, and decisions often depend on someone 

being available. This approach can still work well for low-risk tasks that do not require frequent checks. It is less 

suitable when conditions change quickly or many locations need to be monitored. 

An integrated IoT workflow offers another option. Sensors collect readings continuously or at set intervals, and a local 

controller checks the data and applies basic rules. Secure connections send selected information to an edge gateway or 

cloud platform, where analytics can identify trends or unusual readings. An application then displays the results and 

sends alerts. When automation is suitable, an authorized command can be sent to an actuator, with safety checks and a 

manual override in place. 

This workflow is a design framework, not a tested prototype with measured results. Faster alerts and fewer manual 

checks depend on placing sensors correctly, maintaining reliable connections, calibrating equipment, designing useful 

alerts, and keeping the system up to date. In general, manual systems are simpler but may report changes more slowly. 

IoT systems can provide more frequent updates, but they also require ongoing attention to security, connectivity, and 

maintenance. 
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VII. PROPOSED SYSTEM WORKFLOW 

Start by defining the problem and identifying which measurements are actually needed. Choose sensors and a controller 

that meet the required accuracy, range, power, and environmental needs. Then set up device identities and secure 

communication. 

A gateway should check incoming readings and temporarily store them if the connection drops. Process data at the edge 

when low delay, limited bandwidth, or privacy concerns make local processing important. Otherwise, cloud processing 

may be enough. 

The application should present readings, timestamps, device status, and clear explanations for alerts. Test thresholds 

and machine-learning results under both normal and unusual conditions. Before allowing automated control, check that 

commands are authorized and stay within safe limits. 

Finally, evaluate the system’s data accuracy, message delivery, response time, energy use, recovery after disconnection, 

ease of use, and security. 

 

VIII. CONCLUSION 

The Internet of Things brings together sensors, computing devices, communication networks, and applications. It has 

made practical systems possible in homes, healthcare, agriculture, industry, transportation, energy, and education. 

Sensors and embedded devices collect information, networks carry it, and edge or cloud services help analyze the data 

and guide actions. Artificial intelligence and machine learning can support predictions, while blockchain may be useful 

for sharing records in certain situations. Neither replaces the need for strong security. 

IoT also brings responsibilities. Privacy, cybersecurity, compatibility, power use, data quality, reliable connectivity, 

and maintenance all need attention throughout a system’s life. A well-designed system processes data locally when a 

fast response is needed, uses scalable services for broader analysis, and applies security measures at every layer. 
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Because this paper is a conceptual review of existing literature, its recommendations should be tested with a working 

prototype and assessed against clearly defined requirements. 
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