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Abstract: Protection of our personal properties is a key challenge and prior responsibility every time 

which affects massively on a day-to-day life. The current system of achieving security has plenty of 

drawbacks and less secure. The main goal of implementing a home automation system is to achieve a 

powerful and more secure way to handle the day-to-day stuff preventing from misuse hands and keeping 

track of usage of home electrical appliances to know the necessary and unnecessary actions. The system is 

built on IoT (Internet of things) to make more accurate and error-free control over the flow of the system. 

To make the difference from the existing system, in this proposed system we built the communication of 

hardware devices with an application where devices take commands and operate it while application rise 

the commands and keeps track of each transaction made so far. The combination of hardware and software 

will make life easier and safer for its users. 
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I. INTRODUCTION 

The home Automation system is an idea of lock/unlock and turn on/off devices of home appliances through using 

microcontroller Node MCU ESP8266, fingerprint sensor, and application, where it becomes more trustable and feel 

more secure. The direct benefit of this system is zero redundancy, no duplicate fingerprint access can happen, saving 

them time and cost. The system introduced to overcome the ongoing obstacles in theft crime issues where privacy 

becomes very important. The home security system can be done in the simplest ways with controlling devices with 

limited features with fingerprint sensor of phone and other devices. The implementation of the home security and 

automation system is kept simpler towards the end-user front-end to make it more user-friendly and easier to adapt, 

where the back-end process makes more complex things from managing hardware and software. This idea is not only 

limited to home but also can be used in various areas like offices, banks, etc. 

 

II. SYSTEM ARCHITECTURE 
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III. STRUCTURE OF HOME AU

 

The system uses NODEMCU microcontroller.

It is selected since it has inbuilt Wi-Fi which is suitable for IoT Application.

A 4 Channel Relay is used for automating 4 devices. It can be increased as per requirement.

An Android App is developed using Kodular while Thing Speak is used as cloud storage.

The app has a feature of authentication using REST API as well as fingerprint authenticat

 

                                                                   V.

Home automation systems have evolved to allow for remote control and moni

technologies. Bluetooth-based systems utilize Arduino boards for a secure, wireless connection between phones and 

appliances. Zigbee-based systems leverage a wireless network to efficiently control devices, using a pre

Fi setup for enhanced security. GSM-based systems 

and DTMF for communication between appliances and users. Wi

internet-connected servers and web applications. RF module

remote controls for ease of use. Cloud-based systems integrate home appliances with cloud servers for data storage and 

remote monitoring. Raspberry Pi-based systems o

services for control. Lastly, IoT-based systems employ Wi

improve energy efficiency and convenience. These systems demonstrate t

in home management, catering to the demand for security, convenience, and energy efficiency.

 

This project presented is a low cost and flexible home control and monitoring system using 

internet and various sensors remotely controlled b

used as an interface between user and hardware components. It is programmed and connected to several components 

according to the requirements. A micro web server is used as an application laye

users and home devices, security systems. 

 This entire system communication is enabled through internet. User can operate wirelessly. All these togethe

complete capable, flexible smart home control and monitoring
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IV.METHODOLOGY 

The system uses NODEMCU microcontroller. 

Fi which is suitable for IoT Application. 

Relay is used for automating 4 devices. It can be increased as per requirement. 

An Android App is developed using Kodular while Thing Speak is used as cloud storage. 

authentication using REST API as well as fingerprint authentication to avoid security issue.

V. LITERATURE REVIEW  

Home automation systems have evolved to allow for remote control and monitoring of home appliances via various 

sed systems utilize Arduino boards for a secure, wireless connection between phones and 

based systems leverage a wireless network to efficiently control devices, using a pre

based systems incorporate mobile technology, offering options like SMS, GPRS, 

and DTMF for communication between appliances and users. Wi-Fi-based systems enable remote access through 

vers and web applications. RF module-based automation provides a simpler solution with RF 

based systems integrate home appliances with cloud servers for data storage and 

based systems offer a cost-effective and flexible approach, utilizing existing 

based systems employ Wi-Fi technology for global access to home controls, aiming to 

improve energy efficiency and convenience. These systems demonstrate the increasing integration of digital technology 

nt, catering to the demand for security, convenience, and energy efficiency. 

VI. CONCLUSION 

This project presented is a low cost and flexible home control and monitoring system using Node MCU Board with 

internet and various sensors remotely controlled by Android OS smart phone. In this, Node MCU micro controller is 

used as an interface between user and hardware components. It is programmed and connected to several components 

to the requirements. A micro web server is used as an application layer for communication between remote 

 

This entire system communication is enabled through internet. User can operate wirelessly. All these togethe

complete capable, flexible smart home control and monitoring system, based on IOT technology. 
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